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1. OBJIACTb IPUMEHEHMUSA

1.1. Hacrosmmii cTaHAapT pacupoCcTpaHsaeTcsl Ha UcnbITanus mporpaMMHbiX cpeacts (I1C) u ux
KOMIIOHEHTOB, LI€IM KOTOPBIX - 00HapykUTh B 3TUX [IC 1 yCTpaHUTh U3 HUX KOMIIBIOTEPHBIE
Bupycsl (KB) cuiamu crienuanbHbIX MpeInpusaTHi (ogpa3esieH i), 1 yCTaHaBIUBaeT 001ue
TpeOOBaHUS K OpraHU3aluy U MPOBEJCHUIO TAKUX UCTIBITAHUH.

1.2. TpeboBaHusl, yCTaHOBJIEHHBIE HACTOSIIIUM CTaH/IapTOM, HalpaBJIeHbl HA OOECcIieueHne
cnenuanbHoi 00padoTku [1C B nensax BoisiBneHus KB, a Takke Ha yCTpaHEHUE TIOCTIEACTBUM,
BBI3BaHHBIX BO3MOKHBIMU Bo3nericTBusiMU KB Ha onepaiimoHHbie cUCTEMbI, CACTEMHBIC U
TM0JIb30BaTeIbCKUE (haiisibl C MPOrpaMMaMHU U JAHHBIMH, Ha4allbHbIE CEKTOPBl MAaTHUTHBIX JAUCKOB,
TaONMHIIB pa3MeneHus (GaiyioB u ap.

1.3. HacTosimuii cTaHmapT yCTaHABIMBACT TUIIOBBIE TPEOOBAHUS, MPEIBSABISIEMbIE K UCTIHITAHUSM
IIC na nanmmuune KB, B ToM 4ynce:

e - K COCTaBY MEPOIPUITHIA [0 MOATOTOBKE U MPOBEICHUIO UCIIBITAHUI;

e - K COCTaBY, CTPYKTyp€ ¥ Ha3HAUE€HHUIO OCHOBHBIX 4acTE€H IPOrpaMMHO-AIIapaTHOIO
CTeH/1a, 00eCIIeUNBAIOIIErO MPOBEICHUE UCTIBITAHUI;

e - K BBIOOPY M HCHOJIB30BAHUIO METOAOB IPOBEICHHS UCIIBITAHHIA;

- K TECTOBBIM (QaHTHUBUPYCHBIM) IIporpamMmam, 0OHapy>KUBAIOIUM U YHUYTOXatomum KB;

e - K COCTaBY M COJIEPKaHHIO JOKYMEHTALUH, (PUKCUPYIOLIEH MOPAAOK MPOBEACHUS
WCTIBITAHUHN U UX PE3yJIbTaThI.

1.4. Hacrosimumii cTaHAapT npeaHa3HavueH Ui IPUMEHEHUSI B UCIIBITATEIbHBIX JJA00OPATOPHSIX,
MpoBOAAINX cepTuduKannoHHbie ucnbiTanus [1C Ha BbITONHEHNE TPEOOBAHUN 3aLTUTHI
nH(popmanuu.



2. HOPMATHUBHBIE CCBIJIKH

B HacTosmemM craHgapTe UCTOb30BaHa CChIJIKA Ha CIASAYIOIIMM CTaHIapT:

I'OCT 19.301-79 (CT COB 3747-82) ECIIA. IIporpaMma 1 METOMKA UCIIBITAHUI.
TpeOoBanus k coepkaHUIO U OPOPMIICHUIO

3. ONPEAEJIEHUA U COKPALIEHUSA

B HactosmeM crangapTe MpUMEHEHBI CIISAYIOMNE TEPMUHBI C COOTBETCTBYIOIUMHU
OTIpEICTICHUSIMU

3ammTa NpOrpaMMHBIX CPEACTB - OPTaHU3ALMOHHbIE, IPABOBBIC, TEXHUYECKUE U
TEXHOJOTHYECKHUE MEPBI, HAIPABJICHHBIE HA MPEJOTBPALICHUE BO3MOKHBIX
HECAHKIIMOHUPOBAHHBIX JIEMUCTBUI MO OTHOIIECHHIO K TPOTPAMMHBIM CPEICTBAM U
YCTpPaHEHHE TOCJIEACTBAN 3THX ICUCTBUM.

Ceprudukaums - 1eiicTBUs TPETHEI CTOPOHBI, IIENIb KOTOPHIX - MOATBEPIAUTH (C TOMOIIBIO
ceptuduKaTa COOTBETCTBUS) TO, UTO M3JETHUE (B TOM YHCIIEC MPOTPAMMHOE CPEACTBO) WIIN
yCJIyra COOTBETCTBYET ONPEIEIECHHBIM CTaHAAPTaM WUJIU APYTUM HOPMATHUBHBIM
JIOKYMEHTaM.

IpoduniaakTuka - cucreMaTH4eCcKue AEHCTBUSA SKCILUTyaTallMOHHOTO TIEpCOHaa, 1elb
KOTOPBIX - BBIIBUTH M YCTPAHUThH HEOIArONpHUsITHBIC U3MEHEHHUS B CBOMCTBAX U
XapaKTEPUCTUKAX MUCIOJIb3YEMbIX IPOrPAMMHBIX CPEICTB, B YaCTHOCTH IIPOBEPUTH
SKCIUTyaTUPYEMbI€, XpaHUMBbIE U (MJIK) BHOBD MOTYUYEHHBIE MPOrPaMMHbBIEC CPEACTBA HA
HaJM4ue KOMIBIOTEPHBIX BUPYCOB.

PeBu3us - npoBepKa BHOBb MOJIYUYECHHBIX [TPOTPAMM CIIELIMATBHBIMU CPECTBAMMU,
MPOBOAMMAs MYTEM HX 3aIyCKa B KOHTPOJIUPYEMOU Cpejie.

HecaHKIIMOHMPOBAHHBIN T0CTYII K MPOrPaMMHBIM CPEACTBAM - JIOCTYI K pOrpaMmMam,
3alMCaHHBIM B TamMsATh DBM min Ha MalllMHHOM HOCHUTEJNE, a TAK)KE OTPAXKEHHBIM B
JOKYMEHTAllMH HAa 3TH NPOrpaMMBbl, OCYIIIECTBICHHbBIA C HAPYLIEHUEM YCTaHOBJIECHHBIX
MpaBuJl.

BakuunupoBanue - 00padoTka (aiiyioB, TUCKOB, KATAIOTOB, IIPOBOINMAsT C TIPUMEHEHUEM
CHeIHalbHBIX IPOrPaMM, CO3JIAI0IIUX YCIOBUS, TOJOOHBIE TEM, KOTOPHIE CO3/IAI0TCS
ONPEACTICHHBIM KOMIIBIOTEPHBIM BUPYCOM, U 3aTPYIHSIOIINUX TOBTOPHOE €r0 MOSIBJICHUE.
KomnbioTepHblii BUpYC - TporpaMma, CiocoOHast co3jaBaTh CBOU KOMUU (HEOOs13aTEIbHO
COBTIQJIAIOIIUE C OPUTHHAIIOM) H BHEJPSTH UX B (aillibl, CHCTEMHBIC 001aCTH KOMITBIOTEPA,
KOMITBIOTEPHBIX CETEH, a TAKKE OCYLIECTBIIATh UHbIE N1ECTPYKTUBHbIE AeicTBUA. [Ipu aTOM
KOITMHU COXPAHSIOT CITIOCOOHOCTh JATbHEHIIIETO pacpocTpaHeHusi. KOMITBIOTepHBIH BHPYC
OTHOCHUTCS K BPEIOHOCHBIM ITPOTPaMMaM.

B nacrosimem CTaHAApTC NPHUHATHI CJICAYOIINEC COKpALICHUA:

- IIC - mporpaMMHBbIe cpeaCTBa.

- KB - KoMIIBIOTEpHBIE BUPYCHI.

- [IDBM - nepconasibHast 3JIEKTPOHHO-BBIUKCIUTEIbHAS MaITMHA (TIEPCOHATBHBIN
KOMITBIOTED).

- OBM - 351€eKTpOHHO-BBIYUCIUTEIbHAS] MALIMHA.

4. TIOPAJIOK TPOBEJIEHUSI UCTIBITAHUM ITIPOTPAMMHBIX CPEJICTB

HA HAJIMYUE KOMIIBIOTEPHBIX BUPYCOB



4.1. Ucnbrranus [1C Ha manuuue KB cnenyer npoBoauTh Ha CIEMAIBHO 000PY10BaHHOM
MPOrpaMMHO-AMIMapaTHOM UCIBITATEILHOM CTEHJIE, B COCTaBE KOTOPOTO JOJHKHBI ObIThH
He00X0UMbIe TEXHUUYECKHE U MIPOTpaMMHbBIE CPEJICTBA, B TOM YHCJIE AHTUBUPYCHBIE POTPAMMBI.

4.2. Ilpennpustue [noapasneneHue (ganee - opranusanus)|, npopoasiiee nposepky [1C Ha
Hannuure KB, 10/KHO noaepKUBaTh UCIIBITATENbHBIN CTEH B paO0OTOCIIOCOOHOM COCTOSIHUU U HE
N0y CKaTh NPOHUKHOBEHUsI KB B mporpaMMel 1 JaHHBIE 10 HaYaa MPOBEICHUS UCTIBITAHUM.

4.3. Opranusanus, npososiias nposepky I1C Ha Hannune KB, nomxHa onpenenurs u
3apuKCcHpOBaTh B IPOrpaMMe UCIIBITAHUN LIEJIb U 00BEM HCIIBITaHUM, a TaK)Ke CBOU 00s13aTEIbCTBA,
Kacarolluecs Mep

3amuThl IpoBepseMbix [1C ot ux 3apakenust KB ¢ yaerom tpeboBanmii [OCT 19.301.

4.4. Mepsl 1o 3antute npoBepsieMbix [1C ot 3apakenuss KB moryT BkitouaTh B ceOsi:

e - pa3pabOTKy U BHIMOJIHEHHE KOMIUIEKCA MEPOTIPUATHH IO TPO(DUITAKTUKE, PEBU3UH U
BaKIIMHUPOBAHUIO UCTIOIb3yeMbIX [1C;

e - MOJArOTOBKY JOJKHOCTHBIX JIMII, OTBEUAIOIIKX 32 MpoBeAeHue ucnbitanuii [1C;

e - pa3paboTKy M BHIOOP CIIOCOOOB MPUMEHEHHS IPOTPAMMHO-TEXHUYECKUX CPEJICTB IS
obnapy-xenust KB B I1C;

e - B3aUMOJICUCTBUE OpraHU3alui, 3aKa3bIBAOIIMX U IPoBOAsIIMX ucnbiTanus [1C;

e - KOHTpOJIb 3a NpoBeeHueM ucnsitanuii [1C;

e - OIEHKY 3(()EKTUBHOCTU NPUMEHSEMbIX aHTUBUPYCHBIX CPE/ICTB;

e - COBEpLICHCTBOBaHME cucTeMbl Meponpustuii 1o 3amure I1C or KB Ha ocHOBe
COBPEMEHHBIX JIOCTHKEHUH NHGOPMAITMOHHON TEXHOJIOTHH;

e - YCTAHOBJICHUE aJJMUHUCTPATUBHON OTBETCTBEHHOCTH JIOJKHOCTHBIX JIUI] 32 BBHITTOJIHEHHE
tpeboBanwmii 3anuThl [1C ot KB;

e - Ha3HAYEHUE OTBETCTBEHHBIX JIOJKHOCTHBIX JIUI] M ONPEACIICHUE UX TTOJITHOMOYHH,
OTHOCAILUXCS K OPraHu3aluu U nposeaeHnto Meponpusatuid no 3amute [1C ot KB.

4.5. Opranuzanus, Beimossstomnias mposepky [1C na nammuue KB, nomkna obecneunts Bech
MIPOLIECC MPOBEPKU HEOOXOAUMBIMU BBIYUCIUTEIHHBIMU TEXHUYECKUMU U IPOTPAMMHBIMHU
CpeICTBaMU, a TAK)KE HA3HAYUTH CIEIUAIFHO O0YUYEHHBIX COTPYIHUKOB IS MPOBEACHUS
HUCTIBITAHU.

4.6. Opranuzanus, BeinonHsomas nposepky [IC Ha nannune KB, momkHa Ha3HAYUTh MOCTOSHHOTO
npeacTaBuUTCIiA, KOTOpBIﬁ MOJIy4acT OMpCACIICHHBIC ITOJTHOMOYHA U HECCT MOCTOSIHHY IO
OTBETCTBEHHOCTH 32 BBITIOJIHEHUE TPEOOBAHUI, YCTAHOBICHHBIX HACTOAIIUM CTaHAPTOM.

4.7. B cocTaB TEXHHYECKHUX CpEACTB UCIBITATCIILHOTI'O CTCHAA JOJIKHBI BXOAUTh:

e - coBMecTuMmbic IIOBM;
e - HEOOXOIUMBIE ANEMEHTHI TEIEKOMMYHUKAIIMOHHBIX CETEH;
e - KaHAJBI CBS3MU.

4.8. KoHKpeTHBI Ha0Op TEXHUIECKUX KOMIIOHEHTOB UCTIBITATEILHOTO CTEH 1A JIOJKEH OBITh
TaKUM, 4TOOBI OBLITH 00ECTICUCHBI YCIOBUS BOCIIPOU3BEICHUS BCEX HEOOXOIUMBIX BHEIITHHX
BozaericTBuil Ha [IC B nmpouecce mpoBeaEHUS UCTIBITAHUM.

Hepe;x Ha4vajJIoM UCIBITAaHUHN COCTAaB TEXHUUECKUX CpCACTB, UCIIOJIB3YCMBIX JJIS1 IPOBCACHU
npoBepok [1C na nanmune KB, momkeH ObITh COTJIacOBaH C OpraHU3allue, 3aKa3bIBAIOIICH 3TH
npoBepku. [Ipu 3TOM corinacoBanme JOHDKHO OBITH O(OPMIIEHO COOTBETCTBYIOIIUM aKTOM.



4.9. Hapsimy ¢ KOMIIOHEHTaMH, YKa3aHHBIMU B 4.7, B COCTaB UCIIBITATEILHOTO CTEH/Ia MOTYT
BXOJHUTH COOTBETCTBYIOIIME alMapaTHbIEe aHTUBUPYCHbIE cpencTBa. K HUM oTHOCATCS:

e - KOMIIBIOTEPHI CTICIIUATHHOW KOHCTPYKIIMH, Oarofapsi KOTOPOW HECAHKIIMOHUPOBAHHBIN
JOCTYT K TaHHBIM U 3apaxenue (aiinoB KB MoryT ObITh CYIIIECTBEHHO 3aTPYIHEHBL

e - CIELIMAJIbHBIE TJIATHI, MOJKIIOYaeMble K OJHOMY U3 pazbeMoB [I19BM u BelnonHAIONIME TE
WX UHBIE QYHKLIUH 3aIUTHl HH(pOopMaIumy;

e - JJIEKTPOHHBIC KJIFOYH 3aITUTHI HH(POPMAIIUU, TJIABHBIM JOCTOMHCTBOM KOTOPBIX SIBJISCTCS
WX MHOTO()YHKITHOHAITLHOCTb.

4.10. CocraB ¥ (pyHKIIMOHAJIbHOE Ha3HAUYEHHUE MPOrPAMMHBIX CPEICTB UCTIBITATEIBHOTO CTEH/1A
OTIPEAEIISAIOTCA CUCTEMOM 3alLUThI, MPUMEHsIeMOi npu npoBeaeHnn ucnsitanuil [1C Ha Hanmuuue
KB.

4.11. TlporpaMMHBIE CPEICTBA, BXOIAIINE B COCTAB UCIBITATEILHOTO CTEHA, JOJDKHBI
o0ecrieunBaTh:

e - peryJspHOE BeJleHHE apXUBOB U3MEHEHHBIX (hailyioB;

e - KOHTPOJIbHYIO IPOBEPKY COOTBETCTBUS JAJIMHBI U 3HAUEHUSI KOHTPOJIBHBIX CYMM,
yKa3bIBaEMBIX B cepTU(UKATE U MOTYyYSHHBIX IPOTrpaMMax;

e - cHCTEMaTHYeCKOe OOHYJIEHHUE MEPBBIX TpeX OANTOB CEKTOPA Ha4yalIbHOM 3arpy3KH Ha
IIOJIyYEHHBIX HECUCTEMHBIX JTUCKETaX;

e - Ipyrue BUAbI KOHTPOJIA LEIOCTHOCTH MPOrPaMM Iepe/l CYUTHIBAHUEM C JUCKETHI;

e - [IPOBEpKY MPOTrpaMM Ha HaJIuuue U3BeCTHBIX BUI0B KB;

e - OOHapy»XeHHE NONBITOK HECAHKIIMOHUPOBAHHOI'O 10CTYIA K UCIBITATEIbHBIM
(MHCTpYMEHTaIbHBIM) U (MJIM) UCIBITYEMBIM IIPOrpaMMaM U JJaHHBIM;

e - BaKIMHUpOBaHUE (PaiiiIOB, TUCKOB, KATAIIOTOB C UCIIOJIb30BAHUEM PE3UAECHTHBIX
MIPOrpaMM-BaKIIMH, CO3AAIOMUX pY (YHKIIMOHUPOBAHUY YCIIOBHS 11 oOHapy keHust KB
JAHHOTO BUJIA;

e - aBTOKOHTPOJIb LIEJIOCTHOCTH MPOTrpaMM MEPE UX 3aIyCKOM;

e - ynaneHue oOHapyxeHHoro KB 13 3apa)KeHHBIX IPOrpaMM WU JaHHBIX U BOCCTAHOBJICHUE
UX NEPBOHAYATIBHOI'O COCTOSTHUSI.

4.12. CocraB nporpaMMHBIX CPEJICTB, UCIOIb3YEMBIX NMPHU NMPOBEJCHUN UCTIBITAHUH 110 TPOCKOe
3aKa34uKa, 0JKEH ObITh JOKYMEHTAJIbHO O()OPMIIEH B COOTBETCTBHHM C TPEOOBAaHUSIMU 3aKa3UHKa.

4.13. Cpoku npoBeIeHHsI UCIIBITAHUN JOJKHBI OBITh YCTaHOBIICHBI B IIPOTPAMME M METOHMKE
UCTBITAHUN IO TOTOBOPEHHOCTH MEX/Y 3aKa3UMKOM U OpraHU3aIMel, TPOBOIAIIEH UCIIBITaHMS.

4.14. Tlposepsiembie I[1C nomkHBI OBITH MTEpEAaHBI 11 UCIIBITAHAN HA MATHUTHBIX HOCUTEIISX
(nuckeTax) BMeCTE C JOKyMEHTAIUEH.

4.15. CoctaB pabot 1o noArotoBke u nposeneHuto ucnsiranuit [1C na Hanuure KB B 06mem
CJIydae CJICAYIOIIUM:

e - O3HaKoOMJIeHHE C JoKkyMeHTauuen Ha I1C;

- BBIOOp MeTo10B ipoBepku [1C Ha Hanmune KB;

- ompeeneHrne KOH(QUTYpaliy MPOTrPAMMHBIX U alllapaTHBIX CPEJCTB HCIBITATEILHOTO

CTEHJA;

e - IOJArOTOBKA MPOrPaMMHO-AIIAPATHOTO UCIBITATEILHOTO CTEHA K TPOBEACHUIO
HCIIBITAHHI;

e - OpraHu3alus U MNPOBEJACHUE UCTIBITAHUI;



- opopmienue nporokosa nmposepku I1C u ero nepenayda B oprat 1no ceptuukanuy B
COOTBETCTBUHM C 6.2 HACTOSIIErO CTaHIAPTA;

- mepeaya 3aka3urky npoBepeHHbIX [IC Ha MarHUTHBIX HOCUTENAX (JUCKETaX);

e - YCTaHOBJICHHUE 10 COTJIACOBAHMIO C 3aKa3UMKOM IpaBUJI (MTOpsAKa) rapaHTUHHOTO
conpoBoxaeHus npoepeHHsx [1C.

4.16. IIposepka [1C Ha Hannuue KB B o0miem ciyyae BKIIIOYAET B ce0sl:

e - IIOMCK BUPYCONOJ00HBIX (pparmeHToB ko108 [1C;

- MOJITUPOBAHNE CUTYaLlMH, PEANOI0KUTENBHO CIIOCOOHBIX BbI3BAaTh akTUBU3aLNi0 KB;

e - aHanmm3 ocobeHHocTel B3anmoaeiicTBus kommoHeHTOB [1C ¢ okpy»karoleit onepannoHHON
cpenoit;

e - OTpaXXCHUE PE3yJIbTaTOB IIPOBEPKHU B COOTBETCTBYIOLIECH JOKYMEHTALIUH.

5. METOJbI ITIPOBEJIEHUS UCTIBITAHUH ITPOTPAMMHBIX CPEJICTB
HA HAJIMYUE KOMIIBIOTEPHBIX BUPYCOB

5.1. Ilpu ucnsitanusx I1C na Hanuuue KB ncnons3yroT 1B€ OCHOBHBIE TPYIIIBI METOJIOB
oOHapyxeHust KB 1 3amuThl mporpamMm OT HUX: IPOrpaMMHBIE U alllapaTHO-IIPOrPaMMHBIE.

K nporpamMMHBIM METOJJaM OTHOCSTCS:

e - CKaHMPOBAHHUE;

- oOHapy)KeHue U3MEHEHUI;
e - HBPUCTHUYECKUN aHAIU3;

- pe3uaeHTHbIe "cTopoxka';
e - BakuuHupoBanue [1C.

AnmnapaTHO-NpOrpaMMHbIE METO/Ibl OCHOBAHbI HAa peajn3aluu Jr000ro (JitoObIX) U3 YKa3aHHBIX
BBILLIE IPOrpaMMHBIX MeTO0B 3aiuThl [IC or KB ¢ moMompio crienuanbHbIX TEXHUYECKUX
YCTPOMCTB.

5.2. Ilpu BIOOpe MeTonoB ucnbeiTanuii U 3amuThl [1IC ot KB crienyer pykoBoacTBoBaThCs
CBEJICHUSIMH O CYIIIHOCTH Ka)KJIOT0 U3 HUX, IPUBEIEHHBIMU B 5.4-5.9, a TakxkKe JOMOTHUTEIbHBIMU
MOSICHEHUSIMU 00 UX BO3MOYKHOCTSX, JIOCTOMHCTBAX U HEAOCTATKaX, IPUBEACHHBIMH B PUIIOKEHUH

A.

5.3. B KOHKpETHBIX UCTIBITAHUAX MOTYT OBITh MCIIOJIB30BaHbI CIIOCOOBI M CPEJCTBA OOHAPYKEHUS
KB, peanu3syromyme oq1uH U3 METOI0B, YKa3aHHBIX B 5.1, WM UX KOMOMHAIUY.

5.4. MeTtoJ1 CKaHMPOBAHUS 3aKJIHOYAETCs B TOM, YTO CIIEI[abHasi aHTUBUPYCHAs IPOrpaMMa,
Ha3bIBaeMasi CKaHEpOM, TTOCIJIEZIOBATEIILHO MTPOCMATPHBACT IPOBEPsieMbIe (hailyibl B IOUCKE TaK
Ha3blBaeMbIX "curHatyp" usBecTHbIX KB. Ilpu 3T0M mos curHatypoii mNoHMMaroT YHUKAIbHYIO
MOCJIEZI0BATEIBHOCTh OATOB, MPUHAJIEKAILYI0 KOHKpETHOMY H3BecTHOMY KB u He
BCTPEYAIOLYIOCS B IPYTUX NIPOTrPaMMaXx.

5.5. Meton oOHapy>KeHHsI I3BMEHEHHH 3aKJII0YaeTCs B TOM, YTO aHTUBHPYCHAs ITporpaMma
MPEeIBAPUTENILHO 3aTIOMHHAET XapaKTEPUCTUKH BCEX 00IacTel AMCKA, KOTOPHIE MOTYT
nojBsepratbes Hananenuto KB, a 3aTtem nepuoauyecku mposepsieT ux. Eciau usmeHnenne 3Tux
XapaKTepUCTHK OyAeT 0OHApYKEHO, TO TaKas MPOrpaMMa COOOIIUT MOIB30BATEINI0, YTO, BO3MOKHO,
B KommbioTep nonan KB.



AHTUBUPYCHBIE IPOTPAMMBI, OCHOBaHHbIE HA OOHAPYKEHNU U3MEHEHUI POTPaMMHOMN CpeJibl,
Ha3bIBAIOTCS PEBU30OPAMU.

5.6. MeToJ »BpUCTHYECKOTO aHAJIN3a PEATTU3YETCS ¢ MOMOIIBIO aHTUBUPYCHBIX MPOTPAMM,
KOTOPBIC TPOBEPAIOT OCTAJILHLIC TPOTPAMMEBI U 3arpy304YHBIC CCKTOPBI JUCKOB U JJUCKET, NbITAsACh
00HapyXUTh B HUX KOJI, XapakTepHbiii 11 KB. Tak, HanmpuMep, 3BpUCTHUECKUI aHAIM3aTOP MOXKET
00HapY’KUTbh, UTO B IPOBEPSIEMOI1 TpOrpaMMe MPUCYTCTBYET KOJI, YCTaHABIMBAIOIINI
PE3UICHTHBIN MOIYJb B IAMSITH.

5.7. B MeToze pe3uICHTHBIX CTOPOKEN UCIIOIB3YIOTCS aHTUBUPYCHBIE TPOTPAMMBI, KOTOPbIE
MIOCTOSIHHO HAaXOJATCS B ONIEPaTUBHON NaMATH KOMIIBIOTEPA U OTCJIEKUBAIOT BCE MTO103PUTEIbHBIE
NEICTBUSL, BBIIIOJHAEMbIE IPYTUMH NIPOrpaMMaMy. Pe3uIeHTHBIN CTOPOK COOOIUT MOIB30BATEIIO
0 TOM, YTO KaKasi-In0o MporpaMMa MbITaeTCsl H3MEHUTH 3aTPy30UHBIN CEKTOP KECTKOTO AUCKA UITH
JTUCKETHI, @ TAK)KE BHITIOJTHUMBIN (haii.

5.8. BaknuHupoBaHue ycTaHaBIMBAET CIIOCOO 3aIIUTHI 1000 KOHKpeTHOU mporpaMmMsl oT KB,
IIPU KOTOPOM K 3TOW MporpamMMe MpUCOEIUHSETCS ClIeUalIbHbIA MOJYJIb KOHTPOJIS, CISAALINN 32
€€ LIEJIOCTHOCTHIO.

[Tpu 3TOM MPOBEPSIOTCS KOHTPOJIBHAS CyMMa MIPOrpaMMbl MJTH Kakue-1100 JIpyTue ee
xapaktepuctuku. Ecimn KB 3apaxcaeT BakIMHUPOBaHHBIN (Daiisl, MOIYIb KOHTPOJISI OOHAPYKHBAET
M3MEHEHHE KOHTPOJIBHON CyMMBI (aiisia 1 cood1maet 00 3TOM MOJIb30BaTEIIIO.

5.9. AnnapatHo-niporpammubie MeToib! 3amuThl [1C ot KB peanusyrorcs ¢ moMoIibko
CIHELUAIM3UPOBAHHOIO YCTPOMCTBA - KOHTPOJLIIEPA, BCTABIISIEMOTO B OIUH U3 Pa3beMOB
paclIMpeHust KOMIIbIOTEPA, U CHEHUATBHOTO IPOrPaMMHOI0 00eCTIeYeHus, YIPaBISIOIIEro paboTon
3TOr0 KOHTPOJUIEpa U PEATM3YIOLIET0 OJUH UM HECKOJIBKO U3 IPOrPaMMHBIX METOJI0OB, YKa3aHHbIX
BBIIIIE.

6. TPEBOBAHUS K TIOKYMEHTAIINN HA UCIIBITAHUA
IHPOI'PAMMHBLIX CPEIACTB

6.1. lokymenranusi, opopmirsieMast pH MOATr0TOBKE U ipoBeeHNH ucnbiTanuii [1C Ha Hanmmane
KB, nomxkna conepkaTb CBECHUS, OTpaXKarolIye 11eJb, 00beM, TOPSAIOK MPOBEICHUS U Pe3yIbTaThl
TAKUX UCIILITAHHM.

6.2. Brinyck nokymenTa Buja "lIpoTokoi npoBepKy MPOrpaMMHBIX CPEICTB HA OTCYTCTBHE
KOMIIbIOTEPHBIX BUPYCOB" siBiseTcs 00s13aTenbHbIM. Popmy nokymenTa "IIpoTokos npoBepku
MIPOrPaMMHBIX CPEJICTB HA OTCYTCTBHE KOMIIBIOTEPHBIX BUPYCOB' ONPEAEIAIOT B YCTAHOBICHHOM
MOpsiIKE U TIepeAaloT B OpPraH 1o cepTH(UKanuu.

6.3. [Ipyrue BuIbl JOKYMEHTOB, BBIITyCKaeMbIX 10 pe3yiabTaraMm ucnbeitanuii [1C Ha nanuune KB, u
JOIIOJTHUTCIIBbHBIC Tp€6OBaHI/I$I K UX COACPIKAaHHIO OMMPCACIIAOT 10 COIrJIaCOBAHUIO MCIKIY
opranu3zanueil, BeinoiHstomei nposepky [1C, n opranuzanueid, 3aKa3bIBatoIeil 3Ty TPOBEPKY.

6.4. lokymeHTanusi, otHocsmasics K ucneitanusm [1C Ha Hanmmaue KB, MoxeT ObITh IpeicTaBiIcHa
Ha MarHUTHBIX HOCUTEIIAX JaHHBIX.

IIPUJIO’KEHHUE A
(cnpasounoe)



HOACHEHMUSA
0 BO3MOKHOCTAX Pa3/IMYHbIX METOI0B O0OHAPYKEHHUS U YCTPAHEHHUSA
KOMIIbIOTEPHbIX BUPYCOB

A.1. CkanupoBaHuE SBISIETCS CaMbIM IIPOCTHIM POrpaMMHBIM MeTo10M noucka KB.

AHTUBUPYCHBIE TPOTPAMMBI-CKaHEPHI MOT'YT F'apaHTHUPOBAHHO OOHAPYKUTH TOJIBKO YKE U3BECTHbBIE
KB, koTopsie OblIM NpeaBapUTEILHO N3YUYEHBI U JUIsI KOTOPBIX Oblja OIpe/iejieHa CUrHaTypa.

IIporpammam-ckaHepam He 00513aTeNIbHO XpaHUTh B ce0e cUrHaTyphl Bcex n3BecTHbIX KB. OHu
MOTYT, HaI[PAMEP, XPAaHUTh TOJIBKO KOHTPOJIBHBIE CYMMBI CUTHATYpP. AHTUBUPYCHBIE TIPOTPAMMBI-
CKaHephl, KOTOpbIe MOTYT yJAJINUTh OOHapyxeHHble KB, 00bIYHO Ha3bIBAIOTCS MOMU(araMmu.

Jis 3¢ heKTUBHOTO MCIONIb30BaHUsl aHTUBUPYCHBIX MPOTPaMM, pealn3yomuX METO
CKaHHPOBAHUSI, HEOOXOUMO MOCTOSIHHO OOHOBJISITh UX, MOJTy4as CaMble TTOCIICTHUE BEPCHUU.

A.2. Meron oOHapyXeHHs N3MEHEHUH OCHOBAH Ha UCIOJIb30BAHUN AHTUBUPYCHBIX IPOTPaAMM-
PEBHU30pPOB, KOTOPHIE 3aIOMUHAIOT B CHIEIUATBHBIX (haiiyiax o0pa3bl rIIaBHOM 3arpy304HOM 3aIKCH,
3arpy3049HbIX CEKTOPOB JIOTUYECKUX JAMCKOB, MAPAMETPhI BCEX KOHTPOIUPYEMBIX (hailioB, a TaKxke
nH(OPMALIMIO O CTPYKTYPE KaTaJIOrOB U HOMEpa IJIOXUX KJIACTEPOB AUCKA. MOTyT OBbITH
MIPOBEPEHBI U IPYTHE XaPaKTEPUCTUKH KOMITbIOTEpa: 00hEM YCTAaHOBICHHOW OTIEPATUBHOM MaMSITH,
KOJIMYECTBO MOAKITIOYEHHBIX K KOMITBIOTEPY TUCKOB M UX MapaMeTpBhI.

[IporpamMmbI-peBU30pBI TOTEHIIMATHLHO MOTYT O0HApYXHTh J1I00bie KB, naxe Te, KOTOpbIE paHee He
ObuTH M3BeCTHBI. OZHAKO ClIeAyeT YyUUThIBAaTh, YTO HE BCE M3MEHEHUS BbI3BaHbI BTopkeHneM KB.
Tak, 3arpy304Hasi 3aUCh MOXET U3MEHHUTHCS TP OOHOBJICHUN BEPCUU ONEPAIIIOHHON CHCTEMBI, a
HEKOTOpbIE MPOrpaMMBbI 3alUCHIBAIOT U3MEHSEMbIE JaHHbIC BHYTPU CBOETO BBIIIOJHUMOTO (aiia.
Komananslie ¢aiinbl u3MeHstoTcs emle vaiie; Tak, Hanpumep, dhaiin AUTOEXEC.BAT o0bruno
M3MEHSETCS BO BpEMs YCTAHOBKM HOBOT'O ITPOIPAaMMHOTO 00eCIieueHusl.

IIporpamMmbI-peBU30pBI HE TIOMOTYT U B TOM CJIy4yae, KOI'/la MOJIb30BaTellb 3alIUCHIBACT B
KOMIIbIOTEP HOBBIN (haiin, 3apaxennslid KB. I1pu stom, eciiu KB 3apasut apyrue nporpamMmmel, yxe
YUTEHHbIE PEBH30POM, OH Oy1eT 0OHapyKEeH.

HOHOHHHTGHLHOﬁ BO3MOXHOCTBIO IIPOrpaMM-pEBHU30POB ABJIACTCA CHOCO6HOCTL BOCCTAaHOBUTH
M3MEHECHHBIC (3apayKeHHbIC) (halIIbl U 3arpy304YHBIC CEKTOPBI HA OCHOBAHUH 3aIlIOMHEHHOW paHee
nH(popmanuu.

AHTUBUPYCHBIE TPOTrPAMMBI-PEBU30PBI HENIB3S UCIONB30BaTh JI1sl 0OHapyxeHus KB B daiinax
JIOKYMEHTOB, TaK KakK 3TH (hailyibl TOCTOSTHHO U3MEHAI0TCA. [103TOMY A1 KOHTPOJIA 332 JAHHBIMU
¢ailamu cieyer UCIoJIb30BaTh IPOrpPaMMbI-CKaHEPB! WIIN 3BPUCTUUYECKUN aHAIIU3.

A.3. DBpUCTHYECKUI aHAIH3 MTO3BOJISIET OOHAPYKMBATh paHee HenzBecTHbIe KB, mpuuem 11 3Toro
HE HaJI0 MPEIBAPUTEIHLHO COOMPATh TaHHbBIE O (PailIoBO cucTeMe, Kak TpeOyeT METOoT
0oOHapyXKeHHUSI U3MCHECHHIA.

K ocHOBHBIM HeoCTaTKaM 3BPUCTUYECKOIO METOJIa OTHOCSTCS CIEAYIOLIHE:
e - IPUHIMIIMAIBHO HE MOTYT ObITh OOHapy>keHbl Bce KB;

e - BO3MO)XHO IOSIBJIEHHE HEKOTOPOI'O KOJIMYECTBA JIOXKHBIX CUTHAJIOB 00 oOHapyxeHuu KB B
[IpOrpamMMax, UCHOJIb3YIOUUX BUPYCONOI00HbIE TEXHOIOIUHU (HallpUMep, aHTUBUPYCHI).



A.4. BonbIIMHCTBO PE3UJEHTHBIX CTOPOXKEN MO3BOJISIET aBTOMATUYECKU IIPOBEPSITH BCE
3aIrycKaeMble porpamMMbl Ha 3apakeHue n3BecTHbIMU KB. Takas npoBepka Oyaer 3aHUMAaTh
HEKOTOPOE BPEMsI, U MPOLIECC 3arpy3KH MIPOrpaMMBbl 3aMEUIUTCS, HO 3aTO M0JIb30BaTellb OyAeT
yBepeH, uTo u3BecTHble KB He cMOryT akTUBU3UPOBATHCS HA €70 KOMIIBIOTEPE.

Pe3uneHTHBIE CTOPOKA UMEIOT OYEHb MHOT'O HEZOCTATKOB, KOTOPBIE IETIA0T 3TOT KJIACC IPOrpaMM
MaJIOIPUTOAHBIM JUIS UCIIOJIb30BaHusA. MHOrue nmporpamMmel, f1axe He conepxamue KB, moryr
BBINOJIHATH I€HCTBHSI, HA KOTOPBIE pearupyroT pe3uaeHTHbIE cTopoka. Hampumep, oObIuHast
komansa LABEL u3MeHsieT TaHHbBIE B 3arpy304HOM CEKTOPE U BBI3BIBACT CpadaThIBAHHE CTOPOXKA.
[TosToMy paboTa nosb3oBaresst OyIET MOCTOSIHHO MPEPHIBATHCS Pa3IpaXkarolluMU COOOIIEHUSIMU
aHTuBHpyca. Kpome TOro, nosib3oBaTesns J0JKeH OyJeT Kax/Iblii pa3 pemaTh, BEI3BAHO JIU ATO
cpabaTbIBaHWE KOMIIBIOTEPHBIM BUPYCOM MM HeT. Kak moka3bIBaeT NpakTHKA, PAHO UM MO3IHO
II0JIB30BAaTENb OTKIIFOYACT PE3UACHTHBIN CTOPOXK. M, HaKoHel, ele OA1H HETOCTAaTOK PE3UICHTHBIX
CTOPOKEH 3aKJIF0YaeTCsl B TOM, YTO OHM JOJKHBI OBITh TOCTOSIHHO 3arpy KEHbI B ONIEPaTUBHYIO
aMsATh U, CJIEA0BaTENbHO, YMEHBUIAIOT 00bEM MaMATH, JOCTYITHOM IPYrUM MpOrpaMMaMm.

A.5. OCHOBHBIMHU HEJIOCTAaTKaMH METOJa BaKIIMHUPOBAHUS SBJISIFOTCS BO3MOXKHOCTH 00X0/1a TaKOM
3alUTHI IPU UCIIOJIB30BAHUN KOMIIBIOTEPHBIM BUPYCOM TaK Ha3bIBAEMOM "CTENIC-TEXHOIOrHH", a
TaKXe HE0OXOAUMOCTh U3MEHEHUS KOJIa TIPOTPaMM, H3-3a YeT0 HEKOTOPhIC TPOTPaMMbl HAYHHAIOT
paboTaTh HEKOPPEKTHO MJIM MOTYT TMIEPeCcTaTh padoTaTh.

A.6. AnmapaTHO-IIPOTpaMMHBIE METOBI MPEICTABIISIOT COOOW OJTMH U3 CaMBIX HAJIEKHBIX
cnioco60B 3amutsl [IC ot 3apaxkenuss KB. briarogaps Tomy, 4To KOHTpOJUIEp TaKOM 3alUThI
MIOAKJIIOYEH K CHCTEMHOM IIMHE KOMIIBIOTEPA, OH MOJIy4YaeT MOJIHBIA KOHTPOJIb HaJl BCEMHU
oOpalleHHs MU K IMCKOBOH MojicucTeMe KomnbioTepa. [Iporpammuoe obecnieuenue anmnapaTHON
3alUTHI O3BOJIAET yKa3aTh 001acTy (haiijIOBOM CUCTEMBI, KOTOPbIE HEb3S U3MEHSITh.
ITosnp30BaTenp MOXKET 3AIUUTUTH TIIABHYIO 3aIPy304HYIO 3aIlUCh, 3aTPy30YHbIE CEKTOPBI,
BBITTOJTHUMBIE (aiiiibl, Baitsiel KoHGHUryparwu u T.1. Eciiu anmapaTHO-porpaMMHBINA KOMITIEKC
00OHapy’KUT, 4TO KaKas-Tu00 MporpaMma MbITaeTcsl HAPYIIUTh YCTAHOBJICHHYIO 3allIUTY, OH MOXKET
HE TOJIBKO COOOIINUTH 00 3TOM HOJIB30BATENIO, HO U 3a0JIOKMPOBATH AAJIbHEUIIYIO PaboTy
KOMIIBIOTEpA.

AnnapaTHbIN ypOBEHb KOHTPOJIS 3a JUCKOBOM MOJICUCTEMOM KOMIIbIOTEPa HE To3BoIIsieT KB
3amackupoBaTh cebs1. Kak Tonpko KB nposiBut ceds1, on cpaszy Oynet ooHapysxeH. [Ipu aTom
COBEPIIICHHO Oe3pa3nyHo, Kak MMeHHO "pabotaet" KB 1 kakue cpescTBa OH UCTIONB3YET IS
JIOCTYTIA K IUCKaM U JIUCKETaM.

AnmapaTHO-IpOrpaMMHBIE CPECTBA 3AIUTHI TO3BOJIIOT HE TOJIBKO 3alIUTUTH KoMITbIoTep oT KB,
HO TaKXe BOBPEMsI IIPECceyb BBIMOJIIHEHUE MTPOTPaMM, HAIIEJICHHBIX Ha pa3pylieHue (haioBoi
cucTeMbl KommbioTepa. Kpome Toro, anmaparHo-porpaMMHBIE CPEJICTBA TIO3BOJISIOT 3alIUTUTh
KOMIIBIOTEP OT HEKBATU(HUIIMPOBAHHOTO MOJIB30BATENIS, HE 1aBasi My YAAJUTh BAXKHYIO
uHpopManuio, nepepopMaTupoBaTh TUCK, U3MEHUTH (PaiiiIpl KOH(UTYpaLuu.

HenocraTtkom anmapaTHO-IPOrpaMMHBIX METOJOB SBJIACTCS IPUHLIAIIAATIbHAS BO3MOKHOCTD
nponyctuth KB, eciii oHM He TBITAl0TCS U3MEHSTD 3alUIeHHbIC (Daliiibl 1 CHCTEMHBIE 00JIACTH.
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